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Foreword

Free speech is one of the most treasured freedoms of the First
Amendment. It is also a cornerstone of the McCormick Tribune
Foundation, where we value not only the abstract right to speak

openly but also the practical benefits of open dialogue around complex con-
temporary issues. This guide is the result of such a convening, recently the
Foundation hosted a Free Speech in Schools conference, featuring a frank
discussion by students, teachers, administrators, First Amendment experts
and scholars around students' use of new media in schools. The hope in
gathering stakeholders was to foster an exchange that would ultimately help
schools deal with such questions in an informed, respectful way but also
encourage students to learn more about their rights, as well as the inherent
responsibilities, involved in exercising their right to free speech.

On one hand new media has opened up vast opportunities for personal
expression and communication by today's young people, a very positive
development with huge implications for our democracy. On the other hand,
this explosion of personal, yet very public, communication has presented
families, schools and broader communities with the dilemma of how to
respond when it is deemed offensive or inappropriate. Our goal in hosting
this conference was to create an open dialogue that would help schools
across the country tackle these First Amendment issues in a fair manner by
considering policies that, first and foremost, respect students' First
Amendment rights. A critical issue involved whether or not limitations on free
speech, even those imposed with the best intentions, should ever infringe
on students' First Amendment rights. Some argue that students should be
allowed to enjoy the right to express themselves only when they avoid dis-
rupting class work or their broader school communities. Others assert that
as citizens students should simply not have their First Amendment rights
infringed upon. Who is right?

First Amendment issues in schools are increasingly being debated in part
because there are no universal guidelines or simple answers regarding such
issues. They tend to be resolved on a case-by-case basis, in courtrooms
and schools across the country. In fact, as this guidebook is being released,
the Supreme Court is considering a case, Frederick v. Morse, involving an
Alaska teen who was suspended for off-campus speech during a school-
authorized activity.

4 | McCormick Tribune Conference Series

50820_Brochure_u1  2/7/07  10:27 PM  Page 4



2006 Free Speech in School Conference | 5

Free Speech 3.0: Student Expression in the Digital Age

Through our efforts to distribute this guidebook to high schools and indi-
viduals across the country we are fulfilling our Foundation's mission to
advance the ideals of a free democratic society by investing in our children,
communities and country. As a country, it is our responsibility to inspire
young people to become civic leaders, to value, understand and protect
their freedoms and to express with confidence their views on issues that
impact them.

A number of people helped us along the way in hosting this conference
and producing this guide. Special thanks go to the staff of J-Ideas at Ball
State University, the executive agent for this conference, for the insight and
expertise they brought to the topic. Director Warren Watson, along with his
colleagues Angela Thomas and Gerry Appel, played an instrumental role in
moderating and shaping the conference. And thanks go to writer Curt
Hazlett for producing what we consider a meaningful yet easy-to-digest
guide.

We must work together to encourage young people to understand and
value the First Amendment. The lack of knowledge about the First
Amendment among teens is correlated with students failing to practice their
freedoms on a daily basis. If we don't correct this problem soon, it could
prove dangerous to the future of our nation's civic health.

Sincerely,

Brig. Gen. David L. Grange, USA (Ret.)
CEO and President of the McCormick Tribune Foundation
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Introduction

Consider the implications of scholastic free expression in the Digital
Age. Never before have there been so many ways to get your point
across. The pen, the typewriter and the landline telephone have

given way, in quick order, to desktop publishing, e-mail, cell phones, instant
messaging, video sharing and social networking sites. And you can bet the
engineers have even more in store for us. 

All that change has been taken to heart by Americans and people around
the world – especially young people who, unafraid of a little new technology,
have made electronic communication a big part of their lives. But with the
ability to speak so quickly to so many people has come an important ques-
tion: What happens when someone doesn’t agree with what you’re saying?

Freedom of speech is among the most cherished of American rights, one
that was guaranteed by the adoption of the First Amendment more than 200
years ago. Yet the First Amendment has been reinterpreted repeatedly since
those days, and it seems as if it will come under even greater scrutiny as
complex technology creates equally complex questions. 

Let’s look at just a few of the questions that affect students’ rights within
the education system:
• Should schools be forced to filter the Internet content that can be viewed

on classroom computers, in effect censoring what students can access?
• Will someone you’ve never met – a government official or politician – get

to decide what you can and cannot read?
• Do students have the right to post material on their MySpace pages that

school administrators don’t agree with?
• How far off-campus can the long arm of the principal reach when it

comes to shutting down a student’s opinion?

All of these questions and more add to the already considerable confu-
sion about what constitutes free speech in the digital age.

This resource guide is intended to reduce the confusion. It’s the result of
Free Speech in Schools, a conference hosted by the McCormick Tribune
Foundation in October 2006 in collaboration with the foundation’s Freedom
Museum, Journalism program and Ball State University's J-Ideas program.

The conference convened 42 participants with more than a little interest
and expertise in scholastic free expression – First Amendment scholars,
teachers, administrators and students, as well as representatives of youth
media organizations.
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It was a lively get-together designed to air all sides of the debate about
student expression. During two and a half days, the group agreed that while
all the changes technology is bringing to society may pose a challenge,
they also present some great opportunities – the greatest of which is the
creation of a platform to give young people a bigger voice in the direction of
their communities and their country.

But if those opportunities are to materialize, it will require everyone
involved – students, educators, parents and the general public – to have a
deeper understanding of the First Amendment and what it means. We hope
this guide adds to that understanding.

The issues aren’t always simple. As the saying goes, one man’s ceiling is
another man’s floor; what one person believes is his right to do or say can
sometimes seem like a bad or even dangerous notion to others. A student
might think it’s perfectly acceptable to blog about drug use at her school,
but her principal might see it as encouraging others to try drugs. 

Ultimately it may be the courts that decide, and they will base their deci-
sion on one of the foundations of our freedoms: the First Amendment. 

This guide will point out some of the sore spots that exist between free
speech and the need to protect society. We hope it will help you understand
the issues at stake and, where possible, choose a course that is reasonable
and in line within the First Amendment.

Don’t expect it to provide a lot of clear-cut answers, because the issues
are too complicated for that. In fact, many haven’t yet been decided by the
courts. Instead, the guide will offer a variety of places to turn for help when-
ever the next step seems uncertain.

It is important to talk about these issues. If democracy is to thrive, we
need the freedom to speak our minds about matters that might anger oth-
ers, including the government. If that freedom falters, all of our others will
surely suffer.

2006 Free Speech in School Conference | 7
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Chapter 1: 
Speaking Freely in the Digital Age

“Those who would give up essential liberty to purchase a little temporary
safety, deserve neither liberty nor safety.”

Benjamin Franklin

When Benjamin Franklin wrote those words in 1755, not even a
visionary such as he could have predicted a time when 
messages would circle the world at lightning speed or some intan-

gible pathway called the Internet. After all, even the typewriter wouldn’t be
invented for another 118 years and Franklin
himself was just beginning to study a weird
phenomenon called electricity.

But Franklin’s thoughts about liberty are just
as important today as they were in colonial
times. His point, in fact, is a timeless one – that
the freedom to exercise our rights must be pro-
tected, however strong the rationale may be for
curtailing them.

Exercising our rights is crucial in troubled
times like these. Everywhere we look, it seems as if someone is pushing to
limit someone else’s ability to say or hear something, whether it’s in the
interest of fighting terrorism, thwarting online sexual predators or combating
drug abuse. 

Those are worthy fights, of course. But as Franklin suggested, there is
often a tug-of-war between security and liberty. Forbidding people to publish
the details of an anti-terrorism program might make it easier for the govern-
ment, but it raises the question of whether Americans have a right to know
what their elected officials are doing.

At the center of such arguments lies the First Amendment. Written by
Americans who didn’t like being ordered to do things against their will, it is
the source of five of our most deeply held rights:
• Freedom of religion
• Freedom of speech
• Freedom of the press
• The right to peaceably assemble
• The right to petition the government to settle grievances

Those five freedoms have guided our government for more than two 
centuries.

“Do the rights of 
students stop at one
end of an Internet
connection?”
Warren Watson,
director of the J-Ideas
program at Ball State
University
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But the First Amendment also is a source of never-ending conflict about
how freely we should be able to express unpopular, controversial or unsub-
stantiated viewpoints.

Since 1791 the First Amendment and its 45 words have been argued about
endlessly. The rise of the digital age is making that argument even louder.

As early adopters of new technology, young people have found them-
selves at the center of the conflicts. Consider the reaction to social network-
ing sites such as MySpace and Facebook, whose users can create Web
sites to exchange personal information with others.

Because social networking sites also have attracted online sexual 
predators who use them to lure potential victims, the U.S. House of
Representatives approved a bill called the Deleting Online Predators Act 
(or DOPA) in 2006 that would restrict access to social networking sites from
schools and libraries that receive federal funding. Its wording is broad,
though, and if it – or any variant – eventually is passed by the new Congress
it would restrict access to blogs and to sites like Amazon.com, which have
bonafide educational uses. Opponents say that amounts to censorship of
Internet speech.

Sometimes the rights of students to express themselves are directly at
stake. Brandon Buessink, a Missouri high school junior, was suspended in
1998 after he criticized teachers and administrators on his personal Web
page using vulgar language. He sued to overturn the suspension and the
case – Beussink v. Woodland R-IV School District – was heard eventually
in U.S. District Court, where the suspension was ruled unconstitutional.

The court said the school did not "show that its action was caused by
something more than a mere desire to avoid the discomfort and unpleasant-
ness that always accompany an unpopular viewpoint,” the judge wrote.
That Buessink was rude was not the point, the court found.

To learn more about the Beussink case and others involving the Internet
and student free speech, you can visit Landmarkcases.org, a site designed

Fact Box

The First Amendment in its Own Words
Congress shall make no law respecting an establishment of religion, 
or prohibiting the free exercise thereof; or abridging the freedom of
speech, or of the press; or the right of the people peaceably to assem-
ble, and to petition the government for a redress of grievances.
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to help educators and students understand the impact of important legal
cases. A description can be found at www.landmarkcases.org/
tinker/activity.html.

It is often said that the power of the press belongs to the person who owns
a press. But with the technology at our disposal these days, nearly everyone
can find a way to spread news or opinion. No printing plant (or television sta-
tion) is required. In a sense, we’ve returned to the early days of the American
colonies, when people exchanged views while perched on boxes in the vil-
lage green and individual pamphleteers spread the news of the day.

Yet having the ability to express an opinion can sometimes raise a related
question: Do you have the right to say whatever is on your mind? If a stu-
dent blogs about controversial issues like teenage pregnancy, can the high
school take action? Put another way, “At what age are we free to communi-
cate?” wonders Gene Policinski, the executive director of the First
Amendment Center.

Of course, many free speech issues are unrelated to technology: Whether
a student can be suspended for wearing a T-shirt criticizing homosexuality,
for instance, or for advocating the legalization of marijuana at an off-campus
event. Add those issues to the mix and you have the potential for wide-

Fact Box

In Favor of Free Speech?
How aware are high school students, teachers and principals of their
First Amendment rights? Not aware enough. The 2006 Future of the 
First Amendment study, funded by the John S. and James L. Knight
Foundation's High School Initiative, found that only 27 percent of stu-
dents personally think about the rights it guarantees. Fifty percent of 
the teachers and 56 percent of the principals surveyed said they think
about those rights.

The study also asked if people should be allowed to express unpopu-
lar opinions. Yes, said 83 percent of students, 97 percent of teachers
and 99 percent of principals. But when asked if newspapers should be
allowed to publish stories without government approval, only 51 percent
of students said they should – a reply given by 80 percent of the teach-
ers and principals. (www.firstamendmentfuture.org)
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spread confusion about the differences between free speech and irresponsi-
ble conduct. [More on those cases in chapter 5].

With all these challenges and ambiguities, it would seem that First
Amendment issues should be growing more important in the eyes of stu-
dents. Unfortunately, research shows that’s not the case.

Dr. David Yalof, an associate professor at the University of Connecticut,
conducted a survey of 110,000 high school students, teachers and adminis-
trators to determine their attitudes toward the First Amendment. The
research found alarmingly little knowledge of the protections it offers, espe-
cially among students.

Yalof discovered in 2006 that 45 percent of the high school students he
surveyed believe the First Amendment goes too far in the rights it guaran-
tees, up from 35 percent two years earlier. The same feeling was shared by
33 percent of the high school faculty he surveyed, up from 29 percent two
years before.

Think about that: At a time when the opportunities for free speech are
growing exponentially, nearly half of the students Yalof surveyed believed
the instrument that protects their right to speak is a little over the line.

But some young people are strong supporters of First Amendment rights.
The survey found that bloggers think more often about freedom of speech
than others do. In fact, 59 percent of the bloggers he surveyed believe
newspapers should be free from censorship. 

To read more about Yalof’s research and other resources on free speech
issues for students, check out the John S. and James L. Knight
Foundation's Future of the First Amendment Web site, 
www.firstamendmentfuture.org.

A word here about generalizations: While some free speech fights are
rooted in self-serving actions or politics and are fed by ignorance of the First
Amendment, most are not that simple. They shouldn’t be viewed as comic
book struggles between good and evil.

Usually the conflicts result from genuine worries on the part of school
administrators and public officials about safety and student welfare. That’s
particularly true in matters involving the Internet, where concerns about sex-
ual predators and obscene content are very real.

Joan Bertin, the executive director of the National Coalition Against
Censorship, acknowledges that student protection is necessary, but not at
the expense of a vital exchange of ideas.
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“Just as the behaviors we fear online are familiar, so are the solutions,”
Bertin has written. “The concerns of parents and free speech advocates
alike would be served by discussion, not overheated rhetoric; fact-based
debate, not fear-mongering – techniques tested by every generation faced
with adapting to whatever passed for innovation at the time.”

Stories from the Frontline

John Stapelfeld, Principal, Hudson High School, Hudson, Mass.
John Stapelfeld has been principal of Hudson High for 26 years. In that
time, he has worked to give students a more active role in guiding the
school, teaming up with the First Amendment Center to help accom-
plish that.

Stapelfeld has had one high-profile brush with the First Amendment. A
group of students formed a conservative club and announced its meet-
ings on posters throughout the school. One of them included an
Internet link to the High School Conservative Clubs of America that took
visitors to photos of people being beheaded.

Stapelfeld balked at that. He allowed the posters, but insisted the link
be removed because of the raw violence it showed. Soon afterward, he
and school department were sued for violating the students’ First
Amendment rights. The case was still pending at the end of 2006.

The principal stands by his decision. “This has had great ramifications
in our community. Whether it was the right decision or not, it was the
right decision for parents who saw those beheadings,” he said.

His advice on such matters is to “get parents involved in where you’re
going, whether it’s around legislation or what’s going on 
the school.”
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Additional sources of information:
The Electronic Frontier Foundation, a non-profit group that advocates for
freedoms in the “networked world,” offers links to current and former legal
cases with First Amendment implications at www.eff.org.

“Cyber Rights: Defending Free Speech in the Digital Age,” by Mike
Godwin, published by MIT Press; 426 pages. Godwin, counsel to the
Electronic Frontier Foundation, is a backer of online civil liberties and
argues that coming to grips with the power of the implications of the
Internet will be one of the great challenges of the coming generation.
Available at www.amazon.com.

“Free Speech in the Digital Age,” a video debate examining both the rea-
sons for protecting speech and for limiting it, can be viewed on the
Annenberg Classroom’s Resources for America’s Teachers Web site at
www.annenbergclassroom.org.
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In just a few years, social networking sites like MySpace, Xanga and
Facebook have grown into massive “aggregators of eyeballs” – places
where vast numbers of people can form social ties by sharing their inter-

ests online. Millions of people, many of them young, use the sites to express
their ideas and broaden their horizons in the process.

That sounds pretty positive. Who isn’t in favor of broader horizons?
But social networking sites have more than a few critics – people who

would like to see tight restrictions on their use in schools and libraries.
Because of that, they have become a point of contention in the debate
about online free speech.

One problem, as everyone knows by now, is that sexual predators learned
early on that they could find victims by scrolling through their online profiles

and exchanging messages with them, then
arranging to meet them in person. It is a prob-
lem that worries law enforcement officials. In
fact, Attorney General Alberto Gonzales esti-
mates that at any given moment as many as
50,000 sexual predators are online in the United
States.

Concerns go beyond safety. One is that too
many people, addicted to virtual socializing,
might become detached from their real commu-
nities – their schools, towns and families.
Another is the “echo chamber effect,” which
can occur when people communicate mainly
with those who share their own beliefs.

According to Melinda Messineo, an associate professor of sociology at Ball
State University, there is a danger that people who listen only to those with
whom they agree will be cut off from the debates and dialogues that are
necessary for democracy to exist.

Still another problem is the potential for irresponsibility created by the use
of anonymous postings.

That’s what happened in 2006 at Clark High School in San Antonio, Texas,
where a group of students, angered at being disciplined by Assistant
Principal Anna Draker, created a fake MySpace page on which they posted
lewd comments about her, illustrated with doctored photos. Draker respond-
ed by suing two of the students and their parents for defamation and libel.

“We have always had
this reaction [to
restrict] new forms of
communication. Yes,
there will be abuses.
But it will work out.
Don’t shut down this
incredible new tool.” 
Gene Policinski, 
executive director of
the First Amendment
Center
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(To learn more about this incident and its impact, visit the Student Press Law
Center Web site at www.splc.org.)

If the Texas case moves forward, the court will decide whether the First
Amendment gives those students the right to make lewd and untrue com-
ments about someone else. But this incident and others like it point to the
need for responsibility when it comes to new forms of expression. With no
one to supervise postings in advance, the need for knowledge about the
limits of free speech is more important than ever.

The abuse of social networking by sexual predators has led to a wider
controversy. A bill, the Deleting Online Predators Act (DOPA), was approved
by the House of Representatives in 2006 and sent to the Senate for action. It
would require schools and libraries receiving federal funding to prohibit

access to social networking sites that allow users to create profiles contain-
ing personal information.

Critics of the bill say its definitions are too broad. They say it would pre-
vent students from accessing sites with educational merit, like Yahoo and
Amazon, which offer user profiles and discussion forums – two characteris-
tics the bill would ban. They also note that many schools use blogs as
teaching tools and that some public libraries have their own MySpace pages
designed to serve younger readers. Finally, they point out that social net-
working sites allow users to organize to help worthwhile social and political
causes.

Whether DOPA will ever become law is debatable. The original DOPA Bill,
passed by the House, died in the Senate in late 2006. However, Sen. Ted
Stevens’ (R-AK) has introduced what’s being called “DOPA Jr.”, Protecting

Fact Box

Voted Most Popular
More than 200 social networking sites can be found on the Internet. The
biggest, MySpace, says it has more than 70 million users, 40 million of
whom log more than an hour on the site each week. Here are the most
visited sites, as ranked by the Nielsen/NetRatings research firm in 2006:
1. MySpace, 2. Blogger, 3. Classmates Online, 4. YouTube, 5. MSN
Groups, 6. Yahoo! Groups, 7. MSN Spaces, 8. Xanga.com
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Children in the 21st Century Act. Even if it doesn’t, pressures to restrict
Internet access seem likely to continue. Once again, the debate highlights
the tension between the desire to protect young people and the need for a
free exchange of information.

Backers of Internet restrictions see social networking as a potential threat
that must be countered by laws and regulations. Others, including the
American Library Association, believe the best approach is to educate
young people about social networking in much the same way as they are
taught to drive – in the presence of trained supervisors.

The debate about social networking centers on free expression. The
antithesis of free speech is censorship – the government control of ideas
and information. If government agents such as public schools block certain
kinds of information, they are engaging in a form of censorship.

In this case, blocking access means that students will be prevented from
using certain kinds of Internet-based applications – blogs and “wikis”
among them – that might encourage learning. That might not be much of a
problem for students with Internet access at home, but what about those
who are less well off and don’t have a PC in their bedroom?

Judith Krug, director of the ALA’s Office for Intellectual Freedom, sees
irony in efforts to restrict Internet access to controversial material. “We would
remove these sites from the very places where kids could learn how to use
them responsibly,” she said.

For more information:
The American Library Association. The ALA has opposed efforts to
restrict access to Internet sites. You can read its position by following the
“Issues and Advocacy” link at www.ala.org

The National Coalition Against Censorship offers information on censor-
ship issues in classrooms and on the Internet. Visit its Web site at
www.ncac.org and follow the link to “Education.”
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Stories from the Frontline

Dennis Brown, Teacher, Huntley High School, Huntley, Ill.
Dennis Brown’s first reaction to research showing a lack of interest in
the First Amendment among young people was to think back to his own
youth.

“When I read that kids don’t care about the First Amendment, I
thought, well, I didn’t care either. To be perfectly honest, we never
would have thought about writing an article critical of the administration.
I was worried about going to homecoming.”

He cares now. Brown is a high school teacher and the faculty adviser
to the student newspaper and yearbook. In the past 10 years, he said,
he’s learned a great deal about free expression.

“As adviser, it is my job to teach students how to properly express
themselves,” he said. He urges them to be responsible and professional
by setting standards and teaches the impact of cases like Tinker and
Hazelwood.

Through it all, he has found that students do indeed care about free
speech. “For all the gloom about the First Amendment, I walk out of
school very excited about what the students are doing,” he said.

He’d like to see more instruction on the safe and responsible use of
the Internet, including what constitutes harassment. “Students are much
more mature than I expected. But they need to be shown that with their
rights comes responsibility.”
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Most of us would agree that the Internet can be a rude place – 
a cyber-bazaar filled with rough language and even rougher 
photos. As an open marketplace, it’s been that way since 

its beginning.
As might be expected, a lot of people don’t like that. They want to keep

young people in particular from being able to read or see what they consid-
er inappropriate material. That has led to efforts over the years to find ways
of blocking such content – a push that culminated with the passage of the
Children’s Internet Protection Act in 2000.

CIPA, as that law is widely known, requires schools and libraries that
receive certain federal funding to install Internet filtering software on comput-
ers that can be assessed by students. Specifically, it requires filters that are
designed to block "visual depictions that are obscene, child pornography or
harmful to minors."

Shortly after CIPA was signed into law, the American Library Association
and several other groups moved to block it with a lawsuit that went all the
way to the Supreme Court. They lost, and CIPA was upheld.

The ALA and others object in principle to any kind of censorship, believing
that people should be able to read whatever material they want to without
government interference. In addition, they note that academic freedom is
supported by the First Amendment.

Beyond that, they say there are problems with the software that often
causes valuable educational material to be blocked along with the intended
targets. To understand the issue, let’s dig a little deeper into how filtering
software works and who controls it.

Filtering programs first hit the market in the 1990s in response to con-
cerns about increasing numbers of controversial sites on the fast-growing
Internet, including pornography and hate speech. The programs were
developed by private companies under such brand names as SurfWatch
and Cyber Patrol. Eventually the field was joined by big companies like
AOL, Symantec and McAfee.

Some of the earliest programs worked by blocking just about everything
on the Internet except a pre-approved list of sites – an approach called
“whitelisting,” a clunky and restrictive method if ever there was one.
Eventually, the software became more sophisticated by blocking content
that appeared on “blacklists” – areas specifically selected as inappropriate.
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The exact type of material blocked depends on how the software is writ-
ten, but in general, the programs look for “objectionable” words or phases –
“porn,” for instance – or broad categories such as “hate speech” and 
“violence.” The specific processes used to judge the material are usually
known only to the company producing the software.

That’s troubling to critics of Internet filtering. They point to hundreds of
instances in which the software “over-filters” the content and prevents peo-
ple from seeing information they have every right to read.

“Filters give a false sense of security,” the ALA’s Judith Krug told the Free
Speech in Schools conference. “They are mechanical. They can’t tell the
difference between valid sites and those the filter recognizes as lewd.”

Here are just a few of the problems researchers have found, reported in
“Internet Filters: A Public Policy Report,” a research report written by
Marjorie Heins, Christina Cho and Ariel Feldman and published by the
Brennan Center for Justice at New York University’s School of Law
(www.brennancenter.org):

• A program called SmartFilter prevented computers from accessing 
the Declaration of Independence, Herman Melville’s Moby Dick and 
a government anti-drug brochure titled
“Marijuana: Facts for Teens.”

• SurfWatch blocked access to the University of
Kansas’s Archie R. Dykes Medical Library, hav-
ing detected an offensive term for lesbians.

• X-Stop, in an ironic twist, blocked access to a
Carnegie Mellon University Web page that list-
ed banned books.

• The WebSENSE filter for some reason inter-
preted the Web site of the “Keep
Nacogdoches Beautiful” cleanup project in
Texas as a sex site, and tossed “The Shoah Project”, a site dedicated to
remembering Holocaust victims, into the banned category of
“racism/hate” material.

“You should be able
to read what you
choose, whatever the
medium.”
Judith Krug, director
of the Office for
Intellectual Freedom
at the American
Library Association
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It’s easy to see how this could be a problem if you’re researching a term
paper on the school library’s computer. Back in 1999, The New York Times
reported that a filter called I-Gear, developed by Symantec Corp., had pre-
vented students at New York’s Benjamin Cardozo High School from search-
ing for information on breast cancer, AIDS, eating disorders and child labor.
And it appeared that the filter had an ideological bias: pro-abortion sites
were blocked, but anti-abortion sites were not.

Such problems raise questions about how Internet filtering decisions are
made. The answers aren’t clear, since filtering companies are secretive
about the software “algorithms,” or programming rules, they use in deter-
mining what will be blocked and what won’t.

The problems have been so widespread that some wealthy school dis-
tricts have rejected federal funding in order to offer unrestricted Internet
access. Schools that need the money can’t make that choice. Others have
implemented the barest minimum of filtering required by law – for instance,
by not enabling the “hate speech” portion of their filter.

The issue has a dollars-and-cents impact. “It takes a lot of resources for a
district to install and implement these filters,” Marjorie Heins told the
McCormick Tribune Foundation conference. 

“That could go to core educational needs. And not everyone is going to
know about filtering. Censorship can become the default setting, not free

Stories from the Frontline

Jake Sanches, Student, Huntley High School, Huntley, Ill.
Jake Sanches, editor in chief of his high school’s newspaper, 
The Voice, has learned about censorship the old-fashioned way – 
by being censored. He stood up to the challenge and he prevailed.

Sanches wrote an editorial critical of a school board member, who
heard about it before it could be published. The school board member
complained, and the administration refused to allow the papers to be
distributed. So they sat at Jake’s house.

Meanwhile, a local newspaper ran a story about the censorship.
Within a few days the district superintendent reversed course and
allowed the papers to be distributed 10 days late.

“It shows how much people don’t know about student press rights,”
Sanches said. “The school administration backed down. They saw 
the power.”
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expression. And who’s making these decisions? Private companies that
won’t say how they are making them.”

School administrators’ opinions vary, but many see filtering as the result of
an understandable impulse – the desire by parents and community groups
to protect young people from the often unsettling and destructive material
that can be found online.

Mike Heger, the technical director at Johnsburg High School in Illinois, is
on the front line of the issue. His school started filtering in 1998 because of
parental pressure and now has a six-page filtering policy. “When parents
complain, you get action,” he said.

Johnsburg High School chooses to filter only what is required by CIPA.
Because the process is imperfect, it has a backup policy of requiring that an
adult be present in every room equipped with Internet access.

But Heger noted that tech-savvy students often do end-runs around the fil-
ters by employing so-called proxy sites, of which there are hundreds. In
essence, the sites fool the filter into thinking the material is acceptable.
“Ultimately the only solution is not to rely on filters, but to educate children
about the Internet,” Heger said.

One final note on filtering: CIPA permits schools and public libraries to dis-
able blocking if it is requested as part of “bona fide research.” That was
important to Supreme Court Justice Anthony Kennedy, who supported the
law; he wrote that if administrators and librarians refused to unblock access,
the law could be open to another challenge.

Fact Box

A Wide Web Indeed
How big is the Internet? No one knows for sure, but two computer sci-
entists estimated in 2005 that there were 11.5 billion Web pages in exis-
tence – a number that surely has grown by now.

Those pages would be next to useless if no one knew what was on
them. That’s where search engines come in. The biggest of them, like
Google, are “crawler-based,” meaning that their computers constantly
send out “crawlers” (also called “spiders”) that read Web pages and
follow all the links on them, a process that is repeated every few
months. The information they collect is then indexed and matched up to
whatever incoming requests the search engine receives.
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Yet in a 2004 study, the American Library Association and the Center for
Democracy and Technology found that only 64 percent of the approximately
50 libraries they surveyed would disable filtering if they were asked to, and
that only 20 percent would disable it for minors.

What Can You Do?
If you are involved with your school’s discussions about filtering, here are
some recommendations excerpted from “Internet Filters: A Public Policy
Report,” the study by the Brennan Center for Justice:
• Avoid filters with categories that reflect an ideological point of view.

Such filters are fine for use in homes or churches, but not in public
applications.

• Look for filters that allow topics or sites to be easily unblocked.
• Since CIPA only requires the blocking of obscenity, child pornography

and material that is “harmful to minors,” the “sexually explicit” category
of any filter is the only one that must be activated.

• Create a simple process for changing incorrect or unnecessary settings.
• Quickly disable the filtering if an adult requests it or if a minor asks

under the permitted provisions of CIPA.
• If a site is blocked, create a default page that educates users on the fil-

tering process and tells them how to request that it be disabled.
• Teach online safety and Internet literacy. (More about this in the next

chapter.)
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For more information:
“Internet Filters: A Public Policy Report” is available online at the
National Coalition Against Censorship site at http://www.ncac.org/inter-
net/filters.cfm.

The Federal Communications Commission (FCC) is responsible for
enforcing the Children’s Internet Protection Act. You can read an
overview of the law at www.fcc.gov/cgb/consumerfacts/cipa.html.

The American Library Association offers background information and
links to CIPA resources at www.ala.org/ala/washoff/WOissues/
civilliberties.

“Documentation of Internet Filtering Worldwide” is a scholarly examina-
tion of filtering techniques by Jonathan Zittrain and Benjamin Edelman of
the Berkman Center for Internet & Society at Harvard Law School. It can
be found at http://cyber.law.harvard.edu/filtering/

PBS TeacherSource hosts a social networking blog called Learning.Now
that explores how technology and Internet affect teaching and learning.
It’s at http://www.pbs.org/teachersource/learning.now/
social_networking.
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The digital age has made a lot of people nervous. As we saw in
Chapter 3, parents are concerned about what their children can
read and see online and are pushing for ways to protect them.

Educators feel the heat too. Consider the changes that have taken place
in the student press. It was once unthinkable that student journalists would
write about teenage pregnancy and sexuality. Even if they did, chances are
the student newspaper’s adviser wouldn’t have permitted it to be published.
Now, in an era when students can write and disseminate whatever they want
on blogs, high school journalists are pushing the old limits.

Against this backdrop of change, more and more people are worried
about a backlash that would include more censorship. The concerns about
what young people read, say and do are creating an atmosphere in which
the easiest fix would seem to be more and tougher restrictions.

In their report “Media Literacy: An Alternative to Censorship,” Marjorie
Heins and Christina Cho note that censorship in
the name of protecting youth is nothing new:
“Attempts to censor gangster movies in the
1930s, crime comics in the 1950s and TV vio-
lence today have produced an almost unending
series of laws, regulations and proposals for
restricting the art, information and entertainment
available to youth. The advent of the Internet – a
medium in which young people are often better
versed than their elders – has only intensified
these concerns.”

But there is another way to offer protection –
one that is more in keeping with Americans’ First
Amendment rights. It is called media literacy.

Media literacy actually has been taught for
decades. It began with efforts to teach critical

thinking – the careful evaluation of the messages contained in newspapers,
books, magazines, television, films and advertising. The digital age has
added more layers to the challenge.

When it comes to digital communication, media literacy tries to teach stu-
dents from an early age how to evaluate and interpret what they read and
see. The idea is to provide tools to safely and constructively navigate the
online world.

Chapter 4: 
Getting Smart about the Internet

“The First
Amendment plays a
central role in our
society. To be able 
to use one’s voice
effectively is a
skillset, and the
responsibility of 
educators is to give
all the people the
skills they need to 
be heard.”
Sam Chaltain, Five
Freedoms Project
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Young people schooled in media literacy learn how to separate the valu-
able information online from the useless and harmful material found there.
They discover that the “truths” offered up by online sources are often quite
the opposite, and that social networking sites and chat rooms have danger-
ous downsides that can be easily avoided.

In short, they become smarter information consumers.
Betsy Hedberg, a teacher and curriculum writer, notes in her book The

Web-Savvy Student that such critical thinking skills need to be applied to
online material if the Internet is to be used effectively and safely. Among the
subject matter she believes needs to be taught:
• How to interpret URLs
• Choosing Web sites that are suitable for research
• Evaluating online advertising and marketing
• Evaluating Web sites 
• Creating Web sites
• Spotting bogus Web sites
• Searching the Web
• E-mail and chat rooms 
• Finding opposing viewpoints on the Web

Of course, interpreting the media is only part of the challenge. In an era
when more students are offering their views – whether by blogging, pod-
casting or writing for the high school newspaper – it’s crucial that they
understand the First Amendment. It is the key to knowing what can safely
be said.

Not all speech is protected. As the old adage goes, you can’t yell “Fire!”
in a crowded theater – unless, of course, it’s on fire. You can offer an opin-
ion about someone, but publishing “facts” about them when you know they
aren’t true can earn you a libel suit. And some forms of expression can real-
ly land you in trouble. When a group of protesters burned a small model of
the Cleveland Indians' mascot outside the ballpark, they believed the First
Amendment gave them the right to declare that the mascot was racist: 
They were arrested anyway. While the Ohio Supreme Court ruled that they
had a right to burn the model, it ruled that the arrests were valid because
the fire threatened the public's safety.
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